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Now | start my days reading the news and going through
my social feeds.

Then more and more it's wipe away the tears and try to
get on with things.

Could get used to going back to just reading the news
and going through social feeds, then getting on with
things.
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we aren't key workers but ...

we have a tremendous responsibility as HCI
researchers:

we have informed the design of the digital systems
that are currently keeping society running through
this crisis - and shape its outcome both directly
and indirectly .

covid-19 data, workflow, and model sharing

vaccine design and discovery

large scale supply chain and logistics management systems
systems for coordination and response

hospital information systems & healthcare automation systems
large-scale knowledge and information dissemination systems
remote work tools that keep society going

In a sense, when these systems fail or there are gaps,
it is our isn't it responsibility to help identify fixes”?

"HCI is the informed, creative spirit of computer systems
design research ...to bridge an understanding of the
human condition with that of the technical means of
changing that condition”
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Longer term:
CSCW Working remotely

Information exposure effects,
sensitivity & behaviour

but how? Ethical Data Architectures

Dark spots

Shorter term:

Lockdown Exit Strategy ?
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he current consumer electronics market is experiencing unprecedented change—and with that

changes comes great opportunity. Together, Litware and Contoso are ideally poised to take a B Katie Jordan ‘ : Only
market leadership position and deliver quality, consistency, and innovation to their customers. : ; - : bugfixes!

Increasingly, poopleir devices in hand. They are always on and always connected, so
they require more from these devices—more power, more speed, more seamless integration. The
industry challenge remains clear: Understand your customers, anticipate their future requirements, and
deliver above their expectations.

That's why a Litware-Contoso partnership makes sense. No one in the consumer electronics market has
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a better understanding than Contoso of its long history of exciting innovation, turbulent disruption, and B T
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Of all the companies that Litware can work with, what makes Contoso different? Four key points,
discussed in more detail below, prove how our partnership would be unique and powerful:
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human factors of remote work tools

social mixing/mingling
situated awareness
Interruptibility
invisible work

semi-synchronous collaboration

Humans and technology

Lockdown was supposed
to be anintrovert’s
paradise. It’s not.

Calendars cleared by coronavirus are filling up with virtual happy
hours, and some people are starting to feel exhausted.

by Abby Ohlheiser April 2,2020

This was supposed to be the moment for introverts —the disaster preppers of
our new, covid-ravaged social lives. Those who cherished their time alone at
home were already experts at voluntary self-isolation. Once, backing out of

happy hour at a bar to read a book made you a bad friend. Now it’s patriotic.

In a TikTok from early March with 1.8 million views, an introvert watches the
news, singing along with Phil Collins (“I've been waiting for this moment for
all my life”) as the media tells him to stay home and avoid people. Introverts
have published expert guides to staying at home and meditations on the_joy

=

of *flaking™ on social plans. In the Atlantic, Andrew Ferguson wrote that

covid isolation has “relieved considerable pressure on the introvert

community,” the longtime “hopeful practitioners of antisocial distancing.”

You can read our most essential coverage of the coronavirus/covid-19

https://www.technologyreview.com/
2020/04/02/998440/lockdown-was-supposed-to-
be-an-introverts-paradise-its-not/
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% Those We've Lost to the Coronavirus

ﬁ This series tells the stories of people who have died n the pandamic.
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Sam Clayton Jr., Sound
Engineer With a Global Ear,
Dies at 58

Mr Claylun, who died of the coronavirus,
worked with reggas musicians from Jamaica

W NANIFI F. SIOTNIK

Lila; Fenw-ick, Who Broke a Barrier at Harvard Law, Dies at 87

She was the first hblack female graduate of the school and went on to 2 career at the United

and countries far from the music’s birthplace.

THOSE WE'VE LOST

Israel Sauz, Gas-Station
Worker and New
Father, Dies at 22

He graduzated from '
high schcol In Tulsa,
Olla., four years
ago. [le worked at
QuikTrip and his son was born a
mornth ago. Then he died of the
coronavirus.

'h ag> - 3y MANNY FERNANCEZ

THOSE WE'VE LUSI

Rabbi Yaakov Perlow,
Head of Hasidic

Dynasty in Brooklyn,
Dies at 89

He was the third
Novominsker
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Coronavirus: New York nurse cries uncontrollably as she
describes finding dead patients

'm tied of caling families and telling them that rews

An intensive care nurse in New York's emergency field hospital broke
down and cricd uncontrollably describing the scale ol the coronavirus
tragedy.

d FR nursc D'neil
-19 paticnts in a
»andemac.

leil said in the video,
sor and cried for an
ir twn weeks.,

are dead. You just walk
1 of calling families and

ke, 'Ma'am are you

il this job is. 1 was
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a1 30 March (o help

—antan . .
Critical care nurse Dawn Bllbrougly, 51, from York, urged the public to stop stockplling food portant for people to
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W 15-hour shill, five W six days a week, on only [our 1o live hours ol sleep.

"If you have ever felt any tme would be appropriate to have compassion

for cach other, right now is the time when we should all have compassion

] “ ] offering $950 video calls

tor cach other. and tv to at least acknowledee what the other person is

https://www.independent.co.uk/news/world/americas/
coronavirus-new-york-nurse-breaks-down-cries-dead-covid
patients-a9460301.html
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U.S. Food Supply Chain Is Strained as Virus
Spreads

Disruptions are expected in the production and distribution of products
like pork, and localized shortages could occur.
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DRUG SHORTAGES PUT WORST-HIT
COVID- 19 PATIENTS AT RISK

As workers in the industry fall ill, food shortages that started with consumer hoarding could reduce
choices for weeks. Tamir Kalifa for The New York Times

By Michael Corkery and David Yaffe-Bellany
Countries around the world are scrambling to source
We tell the stories

: : : : . . . -
that matter. To help more ventilators for patients infected with coronaviri April 13, 2020 ¥y = [:] ‘ |
defend quality but doctors fear that these will be useless without

reporting anc sparK essential drugs to keep patients comfortable, the Bur The nation’s food supply chain is showing signs of strain, as increasing
numbers of workers are falling ill with the coronavirus in meat processing
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Economic meltdown after Covid-19 to wipe out equivalent of 195m jobs, says
COVID-19 set to end MORE lives UN agency
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Britain
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Q: Do people need to suffer during devastating and tragic crises”?

after all, pain and fear can be powerful motivational forces

But people don't all suffer (or recover) equally...

1 '380 %l q) Listen P l
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e craton Content and person effects in media research:

g Studying differences in cognitive, emotional, and
R arousal responses to media content

Karin M. Fikkers &% (= & Jassica Taylor Piotrowsk
Published onine: 30 Apr 2019
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https://en.wikipedia.org/wiki/Differential_susceptibility_hypothesis

some can experience long-term harms - and beyond a certain threshold,
even those who are most resilient can be led to despair and hopelessness



beyond healthy' individuals, those suffering from
mental illness or sensitivities:

PTSD
hypochondria
anxieties
phobias

as well as other factors stemming from
neurodiversity

can influence how much people
are affected by information they're
exposed to -

yet everyone accesses the same social media

Support The Guardian © Sign in Th
C

Guardian

News Opinion ' Sport | Culture | Lifestyle e

World UK Science Cities Global development Football Tech Business More

Facebook

Facebook told advertisers it can identify
teens feeling 'insecure' and 'worthless’

Leaked documents said to describe how the social network shares
psychological insights on young people with advertisers

A An internal report produced by Facebook executives reportedly states the company can monitor posts and
photos when young people feel 'stressed’, 'defeated’ and ‘useless’. Photograph: Paul Sakuma/AP

even worse, platform newsfeed
algorithms have been designed to
exploit users' vulnerabilities for profit



What mlght d diﬁerent WOrld IOOk Ilke? a little design fiction based on work with

DPhil researcher Claudine Tinsman

build a personal susceptibility profile
through diagnostic tests & exposure

to content clinical intervention :
) - work with a therapist to
" — devise an exposure
- - intervention plan
........... R
feedback: trénsparency &
"~..:m§dia response "N control :
L ability to change /
"‘N’u set / override
selection of BN
content curated o |
to based on personal social media / "
exposure goals search engine/recommender :
categories incoming content . _
along sensitivity ratings metaphor: radiation dosimeter
(content analysis) how much death and pain have you

seen today, and how has this affected you?

finds suitable content
or filters content measuring

exposure and emotional how much body shaming? anti-semitism?
* Cute icons by Eucalyp: https://creativemarket.com/eucalyp responses
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bad actors are benefitting massively
from the lockdown during a global crisis

app and platforms designers exploiting those who are
being forced into using new tools for work (e.g. slack, zoom),
socially pressured by friends (e.g. houseparty)

the digital ad delivery and auction business seeing
huge torrents of new data from smart home loT devices
and apps

to less ethical app, game, and content designers creating
shell adware, DLC-ware, clickbait

and cybercriminals looking to exploit the vulnerable
at a time when people are particularly susceptible

some of these systems hold
no pretences about not caring
about user privacy

(slack, houseparty)

others provide lipservice and
use deceptive tactics (zoom)



how can we help right now?

we created a huge table of remote work tools — and their privacy guarantees

bit.Iy/oxhcc-remote-work-privacy - please see and contribute :)

Privacy and Security Analysis of Popular Remote Work / Meeting Tools (Covid-19 crisis)

Work led by : University of Oxford

Human Centred Computinz

(Dept of Computer Science) and friends!

This is a preliminary analysis of the Privacy and Terms of Use for popular video conferencing tools people are starting to use for remote work during the Covid-19 crisis.
Please submit content and suggestions to this document anonymously using this form (Google Forms) or email any HUC PL.

chat content - is ever provided to third
partice for acvertieing purpoees.”
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Buzzteed: Goocle Bans Zoom
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Computere
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policy
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Pros

+ Lotz of features paople Ike, Figh
quality vdeo and scaasie webnar
fealues

+ Company has high visbllity.
Securily whitepaper

+ Recently nas hann revamping
privacy pulicy and eliminaing
trackers in respenae lo pudlec
outery

Cons:
- No E2E

Doagy eacurity practices - eama
whith ware reminizeen of

mahae

- Inadequate responses o securty
problams in the past, now Quickly
neclifiv.ng

< They do not tily disclose who
third sarlies are

< Opteut. ot apt into defaclt
selings and newsluller

. Closed source clien: ard server

< No extemal security audis
published onlire

easier-to-digest
summary of key
findings in progress!



Short term:
Lockdown Exit Strategies

There are several possibilities of lockdown exit strategies
and they're rapidly converging on the use of digital tools
IN new unprecedented ways:

Immunity Passports/Certificates - based on self-testing and held in digital form

Contact Tracing - relies on a majority (60%+ of the population) participating by
downloading a national contact tracing app that will help notify others who have
been proximate to someone later found to be infected

- : : : : - Additional unknowns :
huge privacy implications (_)f a poor |mplementat|on_ Lots of unknown factors for epidemiologists
potential concerns even with a proper implementation
what about the digita| divide? Once a person has recovered how long will immunity last
' Viral load re-exposure?
Risk calculation - how much of a risk is it for a given
qua”ty of data individual based on their physiological
- characteristics?
self-report vs lab test basis Testing strategy - how will they roll these out?
References:

nttps://www.telegraph.co.uk/news/2020/04/11/when-coronavirus-lockdown-end-exit-strategy-uk/
nttps://www.ft.com/content/d48f0438-7b1b-11ea-af44-daa3def9ae03




Decentralized Privacy-Preserving Proximity Tracing

This repository contains a proposal for a secure and decentralized privacy-preserving proximity tracing system. Its goal is to
simplify and accelerate the process of identifying people who have been in contact with an infected person, thus providing a
technological foundation to help slow the spread of the SARS-CoV-2 virus. The system aims to minimise privacy and security

risks for individuals and communities and guarantee the highest level of data protection.

By publishing this document we seek feedback from a broad audience on the high-level design, its security and privacy

properties, and the functionality it offers; so that further protection mechanisms can be added if weaknesses are identified.

The white paper document is accompanied by an overview of the data protection aspects of the design, and a three page
simplified introduction to the protocol.

Open source implementations for 10S, Android, and the back-end server is available on the other DP-3T repositories. An
explanatory comic is also available in many languages.

If you have a similar project and you believe it would be beneficial to collaborate or exchange ideas drop an email here:
dp3t@groupes.epfl.ch.

The following people are behind this design:

DP3T is looking for HCI expertise
github.com/DP-3T/documents

Human Centred Computing blog:
https://hcc.cs.ox.ac.uk

W DEPARTMENT OF
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please stay in touch &
take care of each other!

Max Van Kleek
max.van.kleek@cs.ox.ac.uk
twitter: @emax

*icons from Freepik



